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PROJECT OBJECTIVES

The project has developed an Information Security Skills Certification Guide
that can be delivered to both the public and private sectors. In particular it
helps three different sectors

= |tis designed to help SMEs develop an understanding of the
issues surrounding security certifications in order to help them
choose security employees or suppliers.

= |t will help individuals to understand the most appropriate
certifications they should seek in order to achieve the best
results for their career.

= |t will help educational institutions help and guide their students
towards security certifications and also help then understand
how certifications align with their current curriculum.

The objectives of the Guide are as follows:

=  To provide detail on certification content in order to assist
information security professionals in selecting the appropriate
certification for their job role and career.

=  To provide an accepted point of reference with which to
compare and contrast certification schemes currently available.

=  Toincrease the confidence level of consumers/employers in
knowing when help is required for information security, and
where to find the right professionals to do the job.

=  To serve the role of informing consumers/employers and
professionals to allow them to decide on the most appropriate
program for their needs.

=  Toinclude further references to sources of knowledge that may
not be covered/referenced by current certifications, such as new
and accepted references to best practice.

= NOT to promote specific certification schemes.

The Guide has been developed and deployed as an Internet portal, and is to
be used as the medium for disseminating the required information to
professionals and consumer/employers. As an Internet portal it will provide
broad access to the widest audience possible.

The information contained in the web site is advice and guidance for a range
of users. Through this web site, APEC will be providing a service to
everyone in the region by making this resource available and cementing its
position as a helpful and relevant organisation. It will also be helping to
attain the goals it has set itself on both information & IT security and human
resource development.



PROJECT METHODOLOGY

This project was developed using normal project management processes.
The stages in the project were as follows:

=  Project Initiation

=  Develop Project Methodology

=  Research Certifications

=  Develop Certification database

= Map Certifications to Recognised Standards
=  Develop Certification Booklet

=  Develop Certification Database

=  Project roadblocks and issues

The detail of what was achieved at each of these stages of the project is
shown below:

Project Initiation

The project was started in January 2007. While the final contracts were not
signed until some time later, it was felt that, in order to complete the project
in the desired time frame, work should begin immediately.

When the project started, the initial ideas were socialised with the
designated APEC TEL project manager. After the approvals were obtained,
the project went ahead.

Develop Project Methodology

The most important part of the project was to develop a framework whereby
security skills certifications could be analysed and compared. This step in
the process took a considerable amount of time because the project team
were intent on ensuring that all skills certifications could be compared fairly
and by using international standards already in place.

Research Certifications

At this stage of the project the team reviewed each certification syllabus and
then populated the information gathered in a certification content
spreadsheet. A difficult part of the comparison was that each organisation
included different information about the certifications, thus making it hard to
develop comparison information. At that time the team compiled additional
certification information such as cost, experience requirements, ongoing
certification maintenance requirements, duration of certification etc.

Once all of the information had been gathered an executive summary was
written for each certification.



Develop Certification Database

Having gathered available and sufficient information regarding current
certification programs, the list of certifications to be included was compiled.
At this stage, a decision had to be made regarding the handling of vendor
certifications. As these certifications are not intended to be “independent”
(as their very value lies in the close integration with a specific product set), it
was felt that these should be held and reported separately, without the same
level of standards-compliance mapping as such information would provide a
misleading representation of the Certificate’s intent.

Requests for information were sent to APEC TEL Points of Contact (POCs)
in order to obtain localised certification details from APEC economies.

Unfortunately, while expectations were high of being able to include a range
of APEC-region certifications, the results of the request for information were
less than satisfactory. No responses were received from APEC economies.

Map Certifications to Recognised Standards

At this time it was necessary for the project team to select a body of
knowledge through which the certifications could be compared.
International standards were chosen due to their wide acceptance and
broad awareness in both the information security and non-specialist
communities. This selection would enable meaningful comparisons to be
made between certifications and also the topics and areas that each
certification covered could be mapped to the standard.

Certifications were mapped against two broad security framework
documents to better capture the differences between the independent
certifications, and provide a means for individuals and SMEs to find
certifications closely tailored to their needs and areas of interest.

Mapping categories and tasks were extracted from the ISO IEC 17799:2005
Information Technology — Security Techniques — Code of Practice for
Information Security Management document, and the FIPS 200 - Minimum
Security Requirements for Federal Information and Information Systems
document.

In addition to this mapping, independent certifications were mapped to a set
of “security tasks” relevant to the industry. These included:

Management of the Security

Design Security Processes and Procedures
Information Security Auditing

Business Continuity Planning

Implement Security Technologies

Security Operations

Vendor or product-specific certifications were mapped to a set of security
technologies to indicate their specific focus.



Develop Certification Booklet

An initial layout design was developed for the booklet to enable the
certificates to be shown in an equal manner. This layout consisted of:

= A description of the certification
= The experience required
=  The certification maintenance requirements

It also includes a mapping of the topics covered in the certification to:

= |SO/IEC 17799
=  FIPS 200

Once all of the data had been gathered into a database of information it was
processed into a booklet format. Any additional text content required to
explain the process was developed as well. The document was then proof
read for quality assurance.

Develop Certification Website

It is believed that the majority of users of the resources developed via this
project will see this information via the web site. With this in mind the
developers tried to ensure that the information was as accessible as
possible and that it could be viewed in several different formats.

A developer was chosen to build the web site and the supporting database
query system that would provide the meaningful reports. It was agreed that
we would use the look and feel of the existing APEC TEL web site in order
to maintain some level of continuity across the home APEC TEL web site
and this site with the APEC sponsored information on it.

Once all of the information was uploaded and the reporting process was
completed, the website underwent usability and security testing.

Project Issues & Constraints

The first aspect of the project that caused concern was the lack of feedback
from APEC TEL economies. However, in some ways this was a known
issue prior to the requests being distributed for the following reasons

=  APEC TEL Points of Contact are frequently receive requests for
information, and the TEL is currently pursuing a very heavy work
program.

= The information sought in this particular process is somewhat
obscure and in many cases it would not have been easily
accessible to the POCs.

= Inthis case, the information was gathered through other means,
however, for future projects it is recommended that the APEC



TEL discuss how projects can best obtain highly technical
information from APEC members if it is required.

A second issue that arose was the escalating cost of web development. In
years past, simple information only web sites with static pages were
adequate for most project information sites. With the increase in complexity
of the information being delivered and the increase in sophistication of the
viewers of the web site, these simple sites are no longer adequate. Projects
being developed for the future would do well to keep this in mind. This
project was able to produce its deliverables within the specified budget but
the budgets will need to increase in the future.

= Projects must ensure that adequate budget is allocated for
modern database driven and interactive web sites.



PROJECT OUTCOMES

The two main outcomes for the project were to be:

= The “APEC Information Security Skills Certification Guide”
contained in booklet format.

= A web site containing this same information with a user friendly
method of retrieval.

Each of these two outcomes has been comprehensively addressed and will
be demonstrated in the following sections.

Booklet

The booklet was developed with a simple design to enable the information
that is contained on the web site to be taken away and printed for off-line
reference. While the booklet cannot include the flexibility of the website in
allowing case-by-case comparative analysis of certifications, there is
sufficient information contained in the booklet to enable readers to make
informed decisions.

The table of contents of the booklet is as follows:

Introduction

Information for Small-to-Medium Enterprises (SMES)

Information for Individuals

Certification Categories

Independent Certifications

Appendix AL: ISO 17799 Security Tasks Mapping (CBCP -

GCWN)

= Appendix A2: ISO 17799 Security Tasks Mapping (GISF -
TICSA)

= Appendix B1: FIPS 200 Minimum Security Requirements
Mapping (CBCP — GCWN)

= Appendix B2: FIPS 200 Minimum Security Requirements

Mapping (GISF-TICSA)

Appendix C: Vendor Certification Table

Appendix D: Explanation of Certification Details

Appendix E: How the certifications were mapped

Appendix F: Validation of Certification Quality

Appendix G: Other Links and Resources

Covering almost 100 pages it provides a significant amount of information
about the types of certifications that are available to users and what they
need to do to obtain them. It will also be helpful to employers who are
confronted by employment applicants who indicate that they have these
certifications.

Sample pages from the booklet are shown on the following pages.
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Figure 3 Sample Certification information page

Web Site

As mentioned, the web site is expected to be the entrance point for the
majority of people seeking certification information.
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The look and feel of the web site is based on the existing APEC TEL web
site. The development of the look and feel resulted in a considerable
overrun of time, as just as the site design had been completed, the APEC
TEL web site was changed, thus forcing the graphic designer to re-do this
part of the project in the new design.

The site has been set up to allow users to browse certificate by various
tasks. The certifications focus on “vendor neutral” security strategies,
systems and technologies and are provided by organisations with no vendor
affiliation. They are divided into the security tasks listed below.

« Management of the Security Function Certifications concerned with
management level security processes and procedures, handling
security issues from a business perspective and the management of
the security function within an organisation

« Design Security Processes and Procedures Certifications which
require in-depth security knowledge across a range of security
topics, for the purpose of designing security processes and
procedures.

« Information Security Auditing Certifications concerned with IT
security auditing of procedures and systems.

« Business Continuity Planning Certifications which certify
professionals in the area of business continuity planning, disaster
recover and data backup operations.

« Implement Security Technologies Certifications which cover security
topics at an applied level, typically focused on a specific technology
or knowledge area.

e  Security Operations
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By selecting a task for review, a list of certifications relating to that task is
shown. It is then possible to select any of the certifications shown in the list
and a page showing information about that certification is shown.
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Figure 6 Sample Certification Page

The web site also allows the user to search certifications by the items in the
International Standards that they cover. This will allow employers,
information security professionals and students to seek certifications
providing specific coverage of a section of the Standards.
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In addition, all certifications can be compared to allow a simple method of
comparing certifications.
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Figure 8 Compare Certifications

The last menu item allows certification organisations to add or change their
details on the web site.

Web site hosting

At this time, the web site is hosted at www.siftsecurity.net, a domain made
available for the hosting of this site over the next two (2) years by SIFT Pty
Ltd for this purpose.

Given that the site uses the same look and feel as the APEC TEL web site,
it may be easier to host the web site on the APEC TEL server, with a
domain name specifically related to the project and/or to APEC TEL. This is
recommended for discussion within the APEC TEL group.



RECOMMENDATIONS

Ongoing Project Support

As certifications content and requirements are frequently updated by
providers, an ongoing support function is required. The scoped hosting and
maintenance period for this website is 2 years. Ongoing support during this
period will consist of the following actions:

=  Certification details will be updated at the request of certification
providers. It is beyond the scope of this project to constantly
monitor and update certification details or to re-do the
certification mappings, so changes will be limited to a per
request basis and these requests will require sufficient detail to
allow the change to be clearly identified.

=  The website provides functionality for certification providers to
add new certifications that were not included in the initial project.
Certification details are to be entered by providers through the
web interface, however these details will be reviewed and
approved by SIFT staff before being displayed on the website.

= The website will be monitored by SIFT staff to ensure that it
continues to function correctly and to ensure that ongoing
administrative tasks, such as domain renewals, are performed.
Analytics regarding use of the site will be monitored.

The amount budgeted for this item has not yet been funded.
It is expected that there are several ways to fund this final process

= APEC member economies could fund the process.
=  Certification providers could fund the process. In return for this
funding, they would be able to advertise on the web site.

APEC TEL SPSG may wish to discuss this process.
Summary of Issues for Discussion

Throughout this document some issues were raised for discussion at the
APEC TEL. As the sponsoring steering group, the responsibility for these
discussions would lie with the SPSG. The following points are a summary of
the issues raised.

=  To help future APEC TEL projects it is recommended that the
APEC TEL discuss how projects can best obtain highly technical
information from APEC members if it is required.

=  Projects must ensure that adequate budget is allocated for
modern database driven and interactive web sites.

= Ongoing funding of the Information Security Certification
Assessment Guide web site can be achieved through



sponsorship or economy funding. The APEC TEL SPSG should
discuss the best method

Currently the Information Security Certification Assessment
Guide web site is hosted at an address that is commercially
oriented. APEC TEL SPSG may prefer to have it hosted as a
subset of the APEC TEL web site. This issue should be
discussed at APEC TEL36



SIFT PROFILE

About SIFT

Founded in 2000, SIFT is a leading Australian information security
consulting, intelligence and training firm. We specialise in the delivery of
independent advice, reviews and recommendations to the senior
management of large, highly-regulated organisations.

Our focussed provision of information security advice and assurance
services within the context of industry and country-specific regulatory
requirements is unique. Our commitment to our clients is the ongoing
delivery of concrete, specific and measured steps across the broad
spectrum of information security body of knowledge.

SIFT has built long-term relationships with major clients and information
security stakeholders in both the public and private sectors, providing
exceptional customer focus throughout our business units. Through our
security intelligence and industry & regulatory relationships, we are uniquely
positioned to advise on information security within the Australian context.

Also realising the importance of information security in the wider community,
SIFT is a sponsor of the Internet Industry Association (IIA) SME security
portal, and provides pro-bono consulting services and financial support to
The Inspire Foundation & Reachout! - a service that uses the Internet to
provide much-needed information, assistance and referrals to young people
going through tough times.

SIFT Services

Leveraging our unique perspective of information security issues in the
Australian context, SIFT offers its clients a range of services:

Consulting

= Infrastructure & Application Penetration Testing

=  Risk Assessment

= Information Security Governance, Compliance & Reporting

= Security Reviews, Audits and Benchmarking
Intelligence

= Policy & Procedure Development & Review

= Information Availability & Aggregation Reviews

=  Custom Research Reports

Training

=  Foundations of Information Security



=  Foundations of Secure Web Application Design
= Industry Based Training
= Custom Training Programs
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